RADAR-CAMERA INFRASTRUCTURE FOR AUTOMOTIVE SAFETY
Data Management Plan

This supplementary document describes our data management plan, discussing types of data, standards,
policies, and plans for data archiving and dissemination.

Types of Data

We expect this project to create numerous types of data which may include, but are not limited to: source
code for implemented protocols; simulation, testing, and other software; measurements from testbed
implementation; publications; technical reports; presentation and demonstration materials (e.g., slides,
videos);and curricular materials. Most of these data types will be generated in obvious ways, with the
possible exception of measurements, which will be acquired through logging or data capture mechanisms
built in to implementation packages.

Data and Metadata Standards

Standard plain text data formats (e.g., ASCII, CSV, PDF) will be used for data and metadata format and
content. Measurement data and simulation/emulation output will be initially stored in proprietary formats
(e.g., MATLAB .mat files) but later extracted to readable plain text formats as above. Data and metadata
will also be written in researchers’ individual notebooks and later converted to electronic formats for
documentation or publication.

Policies for Access and Sharing and Provisions for Appropriate Protection/Privacy

Throughout the proposed project, we expect numerous publications and technical reports to be created. In
accordance with NSF policy, these documents will be made available publicly, through appropriate
conference and journal publication management systems (e.g., [IEEE Xplore, ACM Digital Library) which
may require subscription or fee and/or archived on cps-vo.org and/or a public-facing research website to
be created and maintained jointly by the Lead PlIs. Other types of data will be made available as
appropriate, either by contacting the PIs or by accessing a public repository on the above website. We do
not expect to charge for any data access, but data sharing agreements may be necessary to allow access to
certain “sensitive” data sets. In case of peer-reviewed publication, we may delay public release of
documentation and data until the review process has completed. No embargo periods are currently
required, so data will be made available at the time of publication. We retain data distribution rights,
excepting company proprietary technology and data used or produced.

With the exception of spectrum data collected, and to the best of our capabilities, subject to IP policies of
collaborators’ institutions or employers, we will make all such resources publicly available. When
necessary to comply with policies enforced on collaborators, we will maintain a private archive on the
above-referenced domain to which access can be granted on a user-by-user or group-by-group basis,
using the underlying UNIX file permission and access control systems. In extreme cases, when deemed
absolutely necessary by policy, we will refrain from storing certain sensitive information on any Internet-
facing server in order to protect privacy, confidentiality, or intellectual property. In such cases, the
sensitive information, data set, or file will be stored and backed-up on an external drive and only accessed
by approved devices.

With respect to any wireless data collected, we will ensure that stored radio data are in full

compliance with applicable laws, including requirements for data privacy. We will place mechanisms
including hardware and software filters to restrict wireless recording to specific bands that are open (e.g.
ISM bands) or we have supporting FCC licenses. We will not permit any third party to access the data



unless they accept the same responsibilities pertaining to data management and privacy.
Policies and Provisions for Re-use, Re-distribution

We expect researchers in industry and at other universities to take advantage of software and data that we
make available. We retain the right to place permission restrictions on reuse and redistribution of data, but
none are currently in place. The exception is any data considered proprietary or intellectual property of an
industry collaborator, in which the company has control over data release and re-distribution rights. In
this case, decisions for reuse and redistribution of data will be made on a case-by-case basis.

Plans for Archiving and Preservation of Access

Research products and data are planned to be archived and preserved access to according to standard
CMU practices and policies. There are a number of data servers at CMU campuses, running a variety of
UNIX based operating systems and serving most of the necessary services to our community, including
the server hosting the research website mentioned above. All data on the CMU servers has data backups
including backups with offsite storage, to mitigate data loss due to hardware failure, and vital data is
backed up daily and can be recovered from these backups if necessary.

Data security from outside (e.g., Internet) is provided by a state-of-the-art firewalls. None of the data
servers have their services exposed to the outside world directly, although many services are accessible
through VPN or proxy machines. Incoming communication from outside is constantly monitored and
suspicious activity is reported to administrators. Internal security is provided with a number of measures.
Communication with servers is only possible for those possessing valid credentials. Physical access to
data centers is restricted to trained and duly authorized staff members.



