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1. Introduction 

1.1. Motivation 
Traffic signal control (TSC) is a core component of intelligent transportation systems, with direct 

implications for mobility and safety. From a mobility perspective, traffic signal decisions allocate right-
of-way among competing traffic movements and thereby influence delay, queuing, stops, throughput, 
and traffic progression (Wei et al., 2020). From a safety perspective, intersections concentrate interac-
tions and potential conflicts among road users. In the United States, approximately one-quarter of traf-
fic fatalities and about one-half of traffic injuries are attributed to intersections (FHWA, 2026; Kodi et 
al., 2021). Traffic signal operation is consequently relevant to traffic efficiency, progression, and 
safety-critical conflict conditions under which road users traverse intersections. 

The dynamic and complex nature of traffic operations has motivated growing interest in rein-
forcement learning (RL) for adaptive TSC (Wei et al., 2020; Noaeen et al., 2022). RL naturally repre-
sents adaptive signal control as a sequential decision problem in which a controller observes prevailing 
traffic conditions, selects signal control actions, and adapts subsequent actions as traffic evolves. Deep 
reinforcement learning (DRL) further enables complex control policies to be learned from high-dimen-
sional traffic observations without requiring an explicit analytical model of the underlying traffic dy-
namics. Research has consequently progressed from isolated intersection applications toward coordi-
nated multi-intersection and large-scale TSC (Chen et al., 2020; Zeng et al., 2025). At these scales, 
vehicle progression, queue interactions, and spillback couple traffic conditions and control decisions 
across intersections, increasing both the potential benefits and the complexity of adaptive control. Con-
nected vehicle and infrastructure sensing technologies can further enrich the traffic information avail-
able for real-time control (Guo et al., 2019; Mo et al., 2022), making the performance of learned signal 
control policies increasingly dependent on reliable representations of prevailing traffic conditions. 

This dependence on sensed and communicated traffic information creates a critical cybersecurity 
exposure. Intelligent TSC relies on interconnected sensing, communication, and control components 
through which maliciously altered information, such as compromised detector measurements and fal-
sified connected vehicle information, can influence signal control decisions. This exposure is particu-
larly important for artificial intelligence (AI)-based TSC, where learned signal control policies select 
signal control actions based on observations received from the traffic environment. Previous transpor-
tation cybersecurity research has shown that falsified traffic information can mislead signal controllers 
and degrade traffic operations (Feng et al., 2018; Haydari et al., 2021; Feng et al., 2022; Abdo et al., 
2024). These vulnerabilities form part of the broader security-of-AI challenge in connected and auton-
omous transportation systems, in which the integrity and robustness of AI-enabled transportation func-
tions must be protected against adversarial manipulation (Noruzoliaee and Nazari, 2025). 

Within this broader security-of-AI challenge, adversarial manipulation can target either the 
ground-truth traffic state or the observations through which an AI-based signal controller perceives 
that state. Ground-truth state attacks directly alter the physical traffic environment. For example, vehi-
cle-level cyberattacks may compromise autonomous driving or platooning functions and induce mali-
cious changes in vehicle speeds, spacing, or trajectories, thereby altering traffic flow and queue condi-
tions. Such cyberattacks can be represented naturally through adversarial actions that directly affect 
the traffic environment or its state transitions. In contrast, state observation attacks manipulate the 
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traffic information available to the signal controller without directly altering the corresponding ground-
truth traffic state. For example, an adversary may falsify detector occupancy or queue measurements 
or spoof connected vehicle reports so that the controller perceives a queue that is not actually present 
(Feng et al., 2018, 2022). This distinction is methodologically important because the effects of obser-
vation attacks on the physical traffic process are mediated through the signal control decisions, whereas 
ground-truth state attacks directly affect that process. 

1.2. Research Gaps 
Despite growing attention to cybersecurity in AI-enabled TSC, important gaps remain in char-

acterizing and mitigating adversarial state observation perturbations. First, the temporally coupled ef-
fects of adversarial state observation perturbations remain underexamined in RL-based TSC. Unlike 
adversarial perturbations in supervised or unsupervised learning, the consequence of a perturbed ob-
servation in RL is not confined to the decision associated with that individual input. A corrupted traffic 
observation can alter the signal action selected by the controller, which changes vehicle movements 
and the subsequent ground-truth traffic state. Later signal control decisions and observation perturba-
tions therefore occur in traffic states that have already been shaped by preceding attack-induced ac-
tions. The effects of successive perturbations are consequently coupled over time through the closed-
loop traffic dynamics, allowing their operational consequences to accumulate and propagate over the 
decision horizon. This temporal dependence is intrinsic to the sequential interaction between the signal 
controller and the traffic environment and makes the long-term rather than purely instantaneous con-
sequences of adversarial observation perturbations particularly crucial for RL-based traffic control. 

Second, an important defense gap concerns robustness against worst-case strategic cyberattacks. 
Some existing studies focus primarily on identifying vulnerabilities or developing effective attack strat-
egies without considering a corresponding defense, while others evaluate defenses against particular 
attack mechanisms (Feng et al., 2018; Perrine et al., 2019; Ren et al., 2024b). Robustness to a prede-
fined or previously observed attack, however, does not necessarily imply robustness against a strategic 
adversary that actively optimizes its admissible perturbations to maximize cumulative performance 
degradation. This distinction motivates a worst-case perspective in which the relevant cybersecurity 
question is not only whether a signal controller withstands a particular attack, but how well it performs 
against a strong adversary operating within a prescribed attack capability (Bao et al., 2023; Zheng et 
al., 2023). For state observation integrity, this defense problem can arise at test time, when adversarial 
perturbations are introduced into observations used by an already learned and deployed signal control 
policy. This threat is distinct from training-time cyberattacks such as data poisoning, which corrupts 
data used to learn the control policy, and backdoor attacks, which compromise the learned control 
policy so that particular triggers can induce malicious behavior (Zhang et al., 2023; Ren et al., 2024a). 
Robustness against strategic test-time attacks therefore raises a different defense objective from secur-
ing the original learning process. Moreover, strengthening a signal controller against strong adversarial 
perturbations may reduce the nominal traffic system performance, making the tradeoff between robust-
ness under attack and performance in the absence of attack an important consideration. 

Third, the effectiveness of a state observation cyberattack can depend on the information avail-
able to the adversary. Prior research on DRL-based TSC has considered both whitebox and blackbox 
attack settings (Haydari et al., 2021; Ren et al., 2024a). Whitebox attacks assume access to information 
about the victim signal controller’s policy that is unavailable under a blackbox threat model, potentially 



 3 

allowing the adversary to construct perturbations that more directly exploit the controller’s decision 
policy. Although both information settings have appeared in the TSC cybersecurity literature, existing 
studies employ different attack formulations, victim controllers, perturbation constraints, and traffic 
environments. These differences limit direct assessment of how access to the victim policy itself influ-
ences attack effectiveness. A controlled comparison of policy-agnostic blackbox and policy-aware 
whitebox state observation attacks under a common victim policy, perturbation budget, attack objec-
tive, and traffic environment is therefore needed to better characterize the effect of attacker information 
on the vulnerability of network-level TSC. 

1.3. Research Objectives and Contributions 
To address these gaps, this research aims to investigate the cybersecurity of network-level DRL-

based TSC under strategic test-time state observation attacks in both blackbox and whitebox attack 
information settings and to develop a robust signal controller against such attacks. The problem is 
formulated as a game-theoretic zero-sum interaction between a strategic adversary and a centralized 
network-level signal controller with opposing objectives. The signal controller seeks to maximize cu-
mulative network traffic performance, while the adversary seeks to minimize that performance by se-
lecting admissible perturbations to the traffic state observations presented to the signal controller. Ac-
cordingly, the attacker is strategic in the sense that its objective concerns the cumulative effect of its 
perturbations over the control horizon rather than the immediate effect of an individual perturbed ob-
servation. The corresponding defense objective is formulated as a max-min problem in which the signal 
controller is optimized against the strongest admissible state observation adversary within a prescribed 
perturbation budget. 

On the cyberattack side of this max-min problem, strategic state observation attacks require a 
sequential attack decision formulation that explicitly represents the mediated interaction between the 
adversary, the victim signal controller’s policy, and the traffic environment. At each decision step, the 
adversary perturbs the signal controller’s observation of the current ground-truth traffic state. The per-
turbed observation is mapped by the victim policy to a signal control action, which then governs the 
transition of the traffic environment from the ground-truth state. Thus, the effect of the adversarial 
action on the subsequent ground-truth state is mediated by the victim policy rather than entering the 
traffic state transition directly. This mediation is methodologically non-trivial noting that the original 
traffic transition dynamics specify how the environment evolves in response to the signal controller’s 
action, not in response to the adversary’s observation perturbation. Consequently, a sequential decision 
model for the attacker must account for the victim policy as part of the mechanism that maps an ad-
versarial perturbation to its subsequent state transition and cumulative consequence. This structure 
differs from adversarial attacks on the ground-truth state or environment dynamics, where the adver-
sarial intervention directly affects the state transition process without such mediation and can be rep-
resented using robust Markov decision process (RMDP) formulations (Nilim and Ghaoui, 2003; 
Iyengar, 2005). It also differs from non-adversarial state observation uncertainty, where the observation 
available to the decision maker is generated through a prescribed observation process rather than stra-
tegically manipulated by an adversary, as represented by conventional partially observable Markov 
decision process (POMDP) formulations (Nazari et al., 2017; Sutton and Barto, 2018). 

To formulate this mediated cyberattack process under the two attacker information settings, this 
research adopts state-of-the-art adversarial RL formulations for blackbox and whitebox attacks. Under 
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the blackbox setting, the attack is formulated using the state-adversarial Markov decision process (SA-
MDP) framework (Zhang et al., 2020, 2021). For a fixed victim policy, SA-MDP transforms the at-
tacker’s sequential decision problem into a new Markov decision process (MDP) with redefined tran-
sition dynamics and reward that incorporate the victim policy’s response to the perturbed observation 
and the dynamics of the original environment. This transformation enables the adversary to learn a 
policy that directly selects admissible perturbed observations to optimize cumulative attack perfor-
mance without requiring access to the internal structure of the victim policy. Under the whitebox set-
ting, the attack is formulated using the policy adversarial actor-director (PA-AD) framework (Sun et 
al., 2021). Given access to the victim policy, PA-AD formulates the attack in the victim’s policy space 
and decomposes the adversarial decision into a director, which selects a direction for perturbing the 
victim’s action distribution, and an actor, which realizes the selected direction through an admissible 
state observation perturbation. Evaluating the SA-MDP-based blackbox and PA-AD-based whitebox 
attacks under the same victim signal controller, perturbation budget, attack objective, and traffic envi-
ronment provides a controlled basis for assessing how access to the victim policy affects the cyberse-
curity of network-level TSC. 

The main contribution of this research is to operationalize the resulting attack-defense interaction 
for network-level TSC and systematically evaluate its cybersecurity implications. The max-min de-
fense problem is addressed through adversarial training using alternating training with learned adver-
saries (ATLA) (Zhang et al., 2021). ATLA alternates between optimizing the adversary against a fixed 
signal control policy and optimizing the signal controller against the resulting fixed adversary, thereby 
providing a practical approach for approximating the max-min objective through successive attack and 
defense optimization. Robustification is performed offline before signal controller deployment, after 
which the resulting signal controller is fixed during test-time attack evaluation and does not adapt 
online to the attacker. The experiments evaluate the nominal signal controller and its robustified coun-
terparts under blackbox and whitebox attacks and quantify both attack-induced degradation and the 
mitigation achieved through adversarial training. The analysis further examines the tradeoff between 
nominal traffic system performance and robustness under attack, investigates sensitivity to the admis-
sible observation perturbation budget and traffic demand, and provides an exploratory assessment of 
vulnerability with increasing network size. Finally, the experiments examine how adversarial manipu-
lation confined to the controller’s observations alters joint signal decisions and subsequently propa-
gates into physical traffic conditions, thereby connecting information-layer attacks to their network-
level operational consequences. 

The remainder of this report is organized as follows. Section 2 reviews prior research on cyber-
security threats to TSC and its adversarial robustness, with particular attention to the gaps motivating 
this research. Section 3 presents the network-level RL-based TSC problem, formulates the blackbox 
and whitebox observation attack models, and develops the adversarial training framework for robust 
signal control. The simulation experiments presented in section 4 describe the experimental results, 
including attack effectiveness, defense performance, and sensitivity analyses. Finally, it concludes by 
summarizing the key findings and identifying directions for future research. 

2. Related Work 
Cybersecurity research on traffic signal control has examined vulnerabilities arising from both 

direct compromise of signal control components and manipulation of the information used for traffic 
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control decisions. Feng et al. (2018) identified signal controllers, vehicle detectors, roadside units, and 
onboard units as potential attack surfaces in a connected traffic control environment. Focusing on ac-
tuated and adaptive signal control, they modeled falsified detector or vehicle data as an indirect attack 
and formulated the attacker’s objective as maximizing system delay subject to constraints on attack 
resources and intensity. Their results further showed that attack effectiveness depends strongly on 
where the attack is introduced in the traffic network. Perrine et al. (2019) investigated a different attack 
mechanism by selectively disabling signalized intersections in a district-scale network and replacing 
their operation with four-way stops. Their dynamic traffic assignment analysis demonstrated that the 
traffic impact depends substantially on which signals are compromised and on how the attacker prior-
itizes signal locations. With increasing use of connected vehicle information in signal control, Feng et 
al. (2022) developed a broader cybersecurity analysis framework for connected vehicle-based signal 
control. While examining threats at the communication, operating system, and application levels, they 
identified data spoofing as a plausible attack pathway and used a hybrid cyber-physical testing platform 
to evaluate both its operational effects and corresponding mitigation measures. These studies collec-
tively demonstrate that cyberattacks can influence traffic operations through different pathways, rang-
ing from direct disruption of traffic signal operation to falsification of the traffic information on which 
signal control decisions depend. 

Beyond identifying vulnerabilities and their consequences, another line of research has formu-
lated cyberattacks strategically by explicitly optimizing the adversary’s intervention with respect to 
traffic system performance. Lopez et al. (2020) developed a formal traffic-theoretic attack modeling 
and impact analysis methodology for fixed-time TSC in which attacks modify control settings such as 
green time ratios, cycle lengths, and retaining ratios. Using a link-queue traffic model, they identified 
vulnerable traffic states in which tampered control settings can substantially accelerate gridlock for-
mation or reduce network flow. Thodi et al. (2020) formulated traffic signal tampering as a bi-objective 
optimization problem that simultaneously seeks to reduce network throughput and limit changes to 
signal timings, thereby representing the tradeoff between attack impact and noticeability. Yen et al. 
(2022) considered misinformation attacks against backpressure-based signal control. Their time-spoof-
ing attack falsifies vehicle arrival times, while their ghost vehicle attack hides vehicles from the con-
troller by disconnecting their wireless communication. The adversary selects vehicles to attack with 
the objective of maximizing disrupted signal phases, and the attack selection problem is formulated as 
a binary knapsack problem. These studies show a progression from assessing whether a traffic control 
system can be compromised toward explicitly determining how an adversary can allocate or select its 
interventions to produce damaging traffic consequences under a specified attack model. 

Cybersecurity research has also addressed the complementary problem of designing defenses 
and robust signal control strategies under attack. Li et al. (2016) formulated cybersecurity risk assess-
ment for traffic signal systems as a bi-level game-theoretic problem and proposed a minimax-regret 
methodology for prioritizing defensive measures. Bao et al. (2023) considered direct attacks that ma-
liciously alter signal settings and formulated robust network-wide signal optimization through bi-level 
optimization models for attackers (lower-level problem) with complete and incomplete knowledge of 
the traffic control system (upper-level problem). The sequential interaction between attacker and de-
fender is represented as a Stackelberg game, and robust signal plans are optimized with respect to 
traffic efficiency and safety-related objectives. Zheng et al. (2023) similarly developed robust signal 
control plans against risk-averse and worst-case cyberattacks through a bi-level attack-defense 
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formulation in which the attacker (lower-level) seeks damaging signal modifications and the defender 
(upper-level) adjusts the signal plan to mitigate their effects. Yen et al. (2022) proposed auction-based 
and hybrid protection algorithms against their time-spoofing and ghost vehicle attacks. Overall, the 
existing TSC cybersecurity literature contains explicit attacker-defender formulations, network-level 
robust optimization, worst-case attack models, and game-theoretic defenses. These methods, however, 
address different attack surfaces and signal controller structures, ranging from malicious modification 
of signal settings to misinformation generated by connected vehicles. 

As learning-based signal control has emerged, TSC cybersecurity research has increasingly ex-
amined attacks that exploit the dependence of learned policies on data and their susceptibility to ad-
versarial manipulation. Haydari et al. (2021) investigated adversarial attacks against DRL-based TSC 
under both whitebox and blackbox settings and evaluated their effects for different DRL controllers in 
single- and multi-intersection environments. They subsequently evaluated sequential anomaly detec-
tion methods and proposed an ensemble detector for identifying adversarial inputs. The sequential 
component in this study concerns the anomaly detection process rather than a sequential decision for-
mulation of the attacker. Ren et al. (2024a) considered a different training-time attack surface and 
developed two stealthy blackbox attacks on the reward space of DRL-based TSC. Their formulations 
explicitly consider the time dependence of DRL, learn malicious adversarial policies, and seek to bal-
ance attack effectiveness with constraints associated with attack frequency or modification. A subse-
quent study by Ren et al. (2024b) examined blackbox attacks against multi-agent RL-based multi-
intersection TSC and used a dynamic threshold to select critical states for attack under a limited attack 
budget. The attack seeks to minimize cumulative reward, while also proposing a lightweight min-max 
defense intended to improve worst-case policy performance against perturbed states. Zhang et al. 
(2023) investigated backdoor attacks in which a special driving behavior serves as a trigger that induces 
malicious behavior from a compromised DRL-based signal controller. Qu et al. (2023) considered col-
luding vehicles that strategically transmit falsified traffic information to DRL-based adaptive signal 
control with the objective of reducing the collective travel time of the colluding vehicles. The literature 
on learning-based TSC thus spans different attack surfaces, attacker information settings, attack objec-
tives, and stages of compromise. 

Taken together, the reviewed literature establishes foundations of TSC cybersecurity while also 
delineating the specific unresolved issues motivating this research. Previous research on TSC cyberse-
curity has demonstrated substantial operational consequences from compromised signal settings, fal-
sified traffic information, disabled signals, and malicious connected vehicles, and has developed opti-
mization-based and game-theoretic approaches for both attack and defense. Within the reviewed liter-
ature, however, these elements have largely been investigated under different threat models and exper-
imental settings. In particular, the cumulative rather than merely instantaneous consequences of suc-
cessive state observation perturbations remain insufficiently characterized for network-level RL-based 
TSC, where an altered observation can change a joint signal action, modify the subsequent physical 
traffic state, and thereby affect later attack and control decisions. Moreover, although both blackbox 
and whitebox attacks have been studied in learning-based TSC, differences among existing attack for-
mulations and evaluation settings make it difficult to isolate the effect of attacker access to the victim 
policy. Additionally, existing TSC defenses do not directly establish how a network-level RL signal 
controller performs when robustified against a learned adversary that strategically selects bounded test-
time state observation perturbations to degrade cumulative traffic performance. These observations 
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motivate a controlled evaluation of policy-agnostic blackbox and policy-aware whitebox state obser-
vation attacks under a common victim controller, perturbation budget, attack objective, and traffic en-
vironment, together with adversarial training to investigate the resulting tradeoff between nominal traf-
fic control performance and robustness under attack. 

3. Modeling Framework 
This section presents the modeling framework used to characterize the operation, vulnerability, 

and robustness of the network-level traffic signal control system. The framework is developed progres-
sively in three stages. First, the no-attack baseline (section 3.1) formulates the centralized reinforce-
ment learning-based traffic signal controller under normal (no-attack) operating conditions. Second, 
the attack model (section 3.2) extends the baseline by introducing adversarial perturbations to the sig-
nal controller’s state observations under both blackbox and whitebox attack settings. Finally, the de-
fense model (section 3.3) formulates robust signal control against such adversarial observations and 
establishes the basis for adversarial training of the traffic signal controller. 

3.1. No-attack baseline 
In the absence of adversarial perturbations, the network-level traffic signal control is modeled as 

a fully centralized cooperative multi-agent reinforcement learning problem. We consider a road traffic 
network comprising a set of signalized intersections 𝐼 = {1,… ,𝑁}, where each intersection is associ-
ated with a signal control agent. Under full centralization, the intersection agents do not make inde-
pendent decisions. Rather, a centralized controller observes the traffic conditions across the network 
and jointly determines the signal control actions for all intersections. Accordingly, the cooperative 
multi-agent problem can be formulated as a standard MDP represented by the tuple 𝑀 = {𝑆, 𝐴, 𝑅, 𝑃, 𝛾}, 
where 𝑆 denotes the network-level traffic state space, 𝐴 represents the joint action space of all signal-
ized intersections, 𝑅 is the network-level reward function, 𝑃 is the state transition function, and 𝛾 ∈
[0,1] is the discount factor. 

At each decision time step 𝑡, the centralized controller observes the true network traffic state 
𝑠! ∈ 𝑆 and selects a joint traffic signal action 𝑎! ∈ 𝐴 according to its policy 𝜋"(𝑎!|𝑠!), which is a 
mapping from states to actions, parameterized by a deep neural network with learnable parameters 𝜃. 
The global network state is composed of the local states of all controlled intersections and is expressed 
as 𝑠! = [(𝑠!#)$ , … , (𝑠!%)$], where 𝑠!& denotes the local traffic state of intersection 𝑖. Similarly, the joint 
traffic signal action consists of the actions selected for all controlled intersections and is expressed as 
𝑎! = (𝑎!#, … , 𝑎!%), where 𝑎!&  is the local traffic signal action selected for intersection 𝑖. Upon imple-
menting the joint action, the traffic environment transitions to the next state 𝑠!'# according to the tran-
sition function 𝑃(𝑠!'#|𝑠! , 𝑎!), which denotes the probability of transitioning to state 𝑠!'# given the 
current state 𝑠! and action 𝑎!. Simultaneously, the controller receives an instantaneous network-level 
reward 𝑟! = 𝑅(𝑠! , 𝑎!), where 𝑅:	𝑆 × 𝐴 → ℝ is the reward function. 

Through repeated interactions with the traffic environment, the centralized controller seeks an 
optimal policy 𝜋"∗  that maximizes the expected cumulative discounted network reward in Eq. (1). Here, 
the expectation 𝔼 is taken over trajectories induced by the initial network state 𝑠)~𝜌) representing the 
starting traffic conditions throughout the controlled network, the actions selected according to the sig-
nal controller’s policy, and the subsequent traffic state transitions. 
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L (1) 

 
The local state 𝑠!& captures the signal status and traffic conditions at intersection 𝑖 ∈ 𝐼. Each in-

tersection contains multiple incoming and outgoing lanes distributed across its approaches. An ap-
proach, such as the northbound approach, refers to a direction from which traffic enters the intersection 
and may contain several lanes serving through, left-turn, or right-turn movements. A signal phase rep-
resents a set of nonconflicting traffic movements that simultaneously receive a green indication. Let 
𝐿&67 and 𝐿&89: denote the sets of incoming and outgoing lanes at intersection 𝑖. The local traffic state is 
defined as in Eq. (2). Here, at each time step 𝑡, 𝑝!& denotes the one-hot encoding of the active green 
phase at intersection 𝑖, 𝑒!& represents the elapsed green time of the active phase at intersection 𝑖, 𝑛;,! is 
the number of vehicles occupying lane 𝑙, and 𝑑;,! is the average delay per vehicle on incoming lane 𝑙. 

 
𝑠!& = S𝑝!& , 𝑒!& , T𝑛;,!U;∈=&'( , T𝑛;,!U;∈=&)*+ , T𝑑;,!U;∈=&'(V  (2) 

 
The action space is discrete and consists of signal phase selections. Let 𝐴& = {1,… , 𝐾&} denote 

the local action space of intersection 𝑖, where 𝐾& is the number of feasible signal phases specified by 
its signal control plan. The local action satisfies 𝑎!& ∈ 𝐴&, where 𝑎!& = 𝑘 indicates that the signal phase 
𝑘 is selected at intersection 𝑖 at decision time step 𝑡. Since the centralized controller jointly selects one 
signal phase for every controlled intersection, the network level action space is the Cartesian product 
of the local action spaces 𝐴 = 𝐴# × …× 𝐴%. Therefore, each joint action 𝑎! = 𝐴 specifies a combina-
tion of signal phases to be implemented across the entire controlled network. When the selected phase 
at an intersection differs from its currently active phase, the required yellow and all-red clearance in-
tervals are implemented before the newly selected phase becomes active. 

The controller’s reward function is pressure-based (Mo et al., 2022). At the lane level, traffic 
pressure is defined as the difference between the normalized vehicle counts on an incoming lane and 
its corresponding downstream lane, where each vehicle count is normalized by the capacity of the 
respective lane. At the intersection level, traffic pressure represents the aggregate imbalance across the 
incoming and downstream lane pairs associated with the traffic movements at the intersection. Let ℒ& 
denote the set of incoming and downstream lane pairs at intersection 𝑖. The aggregate traffic pressure 
at intersection 𝑖 at time step 𝑡, denoted by 𝜙&,!, is calculated as below. Here, 𝑛;>?@ and 𝑛;,

>?@ denote the 
capacities of incoming lane 𝑙 and downstream lane 𝑙A, respectively. 

 

𝜙&,! = [ K \
𝑛;,!
𝑛;>?@

−
𝑛;,,!
𝑛;,
>?@^

(;,;,)∈ℒ&

[ (3) 

 
At the network level, the intersection pressures are aggregated as in Eq. (4) to define the common 

reward received by the centralized signal controller. The pressure-based reward encourages the cen-
tralized controller to jointly select signal phases that discharge high pressure traffic movements across 
the network, thereby improving network throughput and mitigating queue spillback. 
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𝑟! = −K𝜙&,!

&∈C

 (4) 

 
Finally, the state transition function 𝑃 is unknown and is not explicitly modeled by the signal 

controller. Rather, the centralized traffic signal controller interacts with the Simulation of Urban Mo-
bility (SUMO) microscopic traffic simulator (Alvarez Lopez et al., 2018), which determines the sub-
sequent traffic state based on the current state, the joint signal phase selections, and the resulting traffic 
flow dynamics. The centralized traffic signal controller is therefore trained using a model-free DRL 
approach (Sutton and Barto, 2018). 

3.2. Attack model 
The no-attack baseline assumes that, at each decision time step 𝑡, the centralized traffic signal 

controller observes the ground truth traffic state 𝑠! and selects the joint signal control action 𝑎! accord-
ing to it control policy 𝜋"(𝑎!|𝑠!). The cyberattack model extends this baseline by considering state 
observation attacks, in which an adversary manipulates the traffic state information available to the 
centralized controller before a signal control decision is made. Let 𝑠̂! denote the adversarial observation 
generated from the true traffic state 𝑠!. Under attack, the centralized controller therefore makes its joint 
signal control decision according to 𝜋"(𝑎!|𝑠̂!) rather than 𝜋"(𝑎!|𝑠!). The perturbation affects only the 
controller’s observation and does not alter the underlying ground truth traffic state. As such, once the 
controller selects 𝑎! based on 𝑠̂!, the traffic network evolves from the true state according to the tran-
sition dynamics defined for the no-attack baseline 𝑃(𝑠!'#|𝑠! , 𝑎!). 

The adversary is constrained in the extent to which the traffic network state observation can be 
manipulated. For each true state 𝑠!, let ℬD(𝑠!) ⊆ 𝑆 denote the set of admissible perturbed observations 
under attack budget 𝜀, such that the generated observation must satisfy 𝑠̂! ∈ ℬD(𝑠!). The perturbation 
budget 𝜀 controls the maximum allowable perturbation magnitude. The perturbation set restricts the 
adversary to neighboring observations rather than allowing arbitrary replacement of the true state. For 
a norm-bounded observation attack, the admissible attack is defined as below. 

 
ℬD(𝑠!) = T𝑠̂ ∈ 𝑆:	‖𝑠̂ − 𝑠!‖E ≤ 𝜀U (5) 

 
The attacker’s choice of 𝑠̂ constitutes a sequential decision problem. A perturbed observation can 

induce the centralized signal controller to select a different combination of signal phases, thereby af-
fecting the subsequent traffic state 𝑠!'#. This altered state subsequently influences both future attack 
decisions and future signal control actions. The effectiveness of an observation perturbation must there-
fore be evaluated according to its cumulative effect on network traffic conditions rather than solely 
according to its immediate effect on the current control decision. 

Let 𝜈F(𝑠̂!|𝑠!) denote an adversarial policy parameterized by 𝜂. Analogous to the victim policy 
𝜋"(𝑎!|𝑠!), which determines the signal controller’s action based on its state observation, the adversar-
ial policy determines how the controller’s observation is manipulated as the traffic network evolves. 
Since the baseline (no-attack) signal controller is optimized to maximize the negative aggregate pres-
sure across the controlled intersections, the adversary seeks the opposite outcome. Thus, an optimal 
attack policy is one that maximizes the expected cumulative discounted aggregate network pressure, 
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as shown in Eq. (6). Here, the expectation is taken over the attacked trajectories induced by the initial 
network state, the adversarial observations, the joint signal actions selected by the fixed victim policy, 
and the subsequent traffic state transitions. This objective is directly opposite to the pressure-based 
objective of the centralized controller defined in Eq. (1). 

 

𝜈F∗ = argmax
F
𝔼 JK𝛾!K𝜙&,!

&∈C

$

!5)

L (6) 

 
The blackbox and whitebox cyberattacks considered below differ in how this sequential adver-

sarial decision is formulated. Under the policy-agnostic blackbox setting (section 3.2.1), the attacker 
does not require knowledge of the victim policy and directly learns an adversarial policy for selecting 
perturbed state observations. Under the policy-aware whitebox setting (section 3.2.2), however, the 
attacker has access to the victim policy and exploits this information to formulate the sequential attack 
decision in the victim’s policy space. 

3.2.1. Blackbox attack model 
Under the blackbox attack setting, the adversary does not require access to the internal structure 

or parameters of the victim signal controller’s policy 𝜋". Instead, it learns through interaction with the 
signal controller and the traffic environment which admissible state observation perturbations produce 
the greatest cumulative degradation in network performance. For a fixed victim policy, the sequential 
problem of finding an optimal state observation adversary can be formulated as a new MDP by incor-
porating the response of the victim policy and the original environment dynamics into redefined tran-
sition and reward functions. Following the SA-MDP framework established theoretically in Zhang et 
al. (2020, 2021), the blackbox adversary MDP is defined as 𝑀gG = T𝑆, 𝐴hG , 𝑅iG , 𝑃iG , 𝛾U, where the adver-
sary observes the original network traffic state space 𝑆 and its adversarial action 𝑎j ∈ 𝐴hG represents the 
state observation presented to the victim signal controller 𝑠̂. 

 
𝐴hG = 𝑆 (7) 

 
For the fixed victim 𝜋", the transition probability of the adversary MDP is shown in Eq. (8). 
 

𝑃iG(𝑠A|𝑠, 𝑎j) =K𝜋(𝑎|𝑎j)	𝑃(𝑠A|𝑠, 𝑎)
.∈H

 (8) 

 
The corresponding reward function is 
 

𝑅iG(𝑠, 𝑎j, 𝑠A) = k−
∑ 𝜋(𝑎|𝑎j)	𝑃(𝑠A|𝑠, 𝑎)	𝑅(𝑠, 𝑎, 𝑠A).∈H

∑ 𝜋(𝑎|𝑎j)	𝑃(𝑠A|𝑠, 𝑎).∈H
𝑎j ∈ ℬD(𝑠)

𝐶 𝑎j ∉ ℬD(𝑠)
o (9) 

 
where 𝐶 is a large penalty associated with an inadmissible adversarial action. The negative sign re-
verses the victim’s objective in the transformed MDP 𝑀gG. As the original network reward 𝑅 is defined 
from the negative aggregate intersection pressure, maximizing 𝑅iG corresponds to seeking observation 
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perturbations that degrade the pressure-based performance of the signal controller. 

Let 𝜈F-(𝑎j|𝑠) denote the blackbox adversarial policy parameterized by 𝜂G. The optimal blackbox 
attack policy is obtained based on Eq. (10). 

 

𝜈F-
∗ = argmax

F-
𝔼*!~,!,.I"~J.-(.|*"),*"$%~4K-(.|*",.I") JK𝛾!𝑅iG(𝑠! , 𝑎j! , 𝑠!'#)

$

!5)

L (10) 

 
Thus, the blackbox attack is represented as a new, standard MDP in which the adversary sequen-

tially selects the state observations presented to the centralized signal controller. The optimal policy of 
this MDP induces the optimal state observation adversary against the fixed victim signal controller’ 
policy under the predetermined perturbation budget. 

3.2.2. Whitebox attack model 
The whitebox cyberattack considers a stronger information setting in which the adversary has 

access to the fixed victim signal controller policy 𝜋(𝑎|𝑠). In addition to observing the ground-truth 
network traffic state 𝑠, the adversary can therefore evaluate how the centralized signal controller’s 
decision policy changes when different admissible adversarial observations are presented to it. This 
additional information provides an alternative way to formulate the state observation attack. Specifi-
cally, when the ground-truth state 𝑠 is replaced by an admissible perturbed observation 𝑠̂, the victim 
signal controller evaluates its policy at 𝑠̂ and may consequently produce a different distribution over 
signal control actions, 𝜋(𝑎|𝑠̂). Equivalently, the state observation perturbation can be viewed as induc-
ing a perturbed victim policy 𝜋j at the ground-truth state, such as 𝜋j(𝑎|𝑠) ≔ 𝜋(𝑎|𝑠̂). Therefore, directly 
perturbing the state observation, as in the blackbox attack model, can equivalently be viewed as indi-
rectly perturbing the victim policy executed at the ground-truth state. In this sense, every admissible 
state observation perturbation induces a corresponding perturbation of the victim policy. This equiva-
lence allows the attack problem to be formulated in the victim’s policy space rather than directly in the 
potentially high-dimensional state observation space. That is, finding an optimal state observation ad-
versary is equivalent to finding, among the policies induced by admissible observation perturbations, 
the policy that most severely degrades the victim’s cumulative performance. 

Directly searching over all policies that can be induced by admissible state perturbations, how-
ever, remains exhaustive. As theoretically established in Sun et al. (2021), an optimal policy adversary 
can be found on the outer boundary of this admissible policy set. This allows the attack to be decom-
posed into two coupled tasks. First, a direction is selected in the victim’s policy space along which its 
decision policy should be perturbed. Second, an admissible state observation is found that moves the 
victim policy as far as possible in the selected direction. This decomposition leads to the PA-AD for-
mulation. The director addresses the attacker’s sequential decision problem by selecting a policy per-
turbation direction at each traffic state, while the actor determines an admissible perturbed observation 
that moves the victim policy as far as possible in the selected direction. Unlike the blackbox adversarial 
policy which directly selects the state observation presented to the victim controller, the whitebox di-
rector selects an intermediate action in the victim’s policy space, which is subsequently translated by 
the actor into the perturbed state observation. 

Following Sun et al. (2021), for the stochastic victim policy 𝜋", the director’s sequential decision 



 12 

problem is formulated as a policy adversary Markov decision process (PA-MDP), represented by the 
tuple 𝑀gL = T𝑆, 𝐴hL , 𝑅iL , 𝑃iL , 𝛾U, where the director observes the original network traffic state 𝑠 ∈ 𝑆, 
while its action 𝑑 ∈ 𝐴hL specifies a perturbation direction in the victim’s policy space. 

 

𝐴hL = k𝑑 ∈ [−1,1]|H| :		K𝑑M = 0
|H|

M5#

o (11) 

 
The actor is embedded in the PA-MDP and maps the direction 𝑑 selected by the director at state 

𝑠 to an admissible perturbed state observation 𝑠̂. Specifically, for a selected direction 𝑑 at state 𝑠, the 
actor determines the corresponding perturbed state observation by solving the constrained optimization 
shown in expressions (12)-(13). 

 
𝑔(𝑑, 𝑠) = arg max

*̂∈ℬ/(*)
‖𝜋"(. |𝑠̂) − 𝜋"(. |𝑠)‖ (12) 

 
subject to 

 
[𝜋"(. |𝑠̂) − 𝜋"(. |𝑠)]$𝑑 = ‖𝜋"(. |𝑠̂) − 𝜋"(. |𝑠)‖‖𝑑‖ (13) 

 
Thus, the actor searches within the predetermined perturbation set for the observation 𝑠̂ that 

produces the largest change in the victim policy along the direction 𝑑 selected by the director. The 
resulting observation 𝑠̂ = 𝑔(𝑑, 𝑠) is then presented to the centralized signal controller. In this way, the 
director selects the policy perturbation direction 𝑑, while the actor realizes that direction through an 
admissible state observation perturbation. 

For the fixed victim policy 𝜋", this director-actor interaction determines the transition and re-
ward experienced by the director in the PA-MDP. The transition probability of the PA-MDP is 

 
𝑃iL(𝑠A|𝑠, 𝑑) = K𝜋(𝑎|𝑔(𝑑, 𝑠))	𝑃(𝑠A|𝑠, 𝑎)

.∈H

 (14) 

 
and the corresponding reward is 

 
𝑅iL(𝑠, 𝑑) = −K𝜋(𝑎|𝑔(𝑑, 𝑠))	𝑅(𝑠, 𝑎)

.∈H

 (15) 

 
The negative sign reverses the victim’s objective. As the original victim reward is defined from 

the negative aggregate intersection pressure, maximizing 𝑅iL corresponds to selecting policy-pertur-
bation directions that induce state observations leading to degraded pressure-based performance of the 
centralized controller. Together, the actor mapping, fixed victim policy, and original traffic dynamics 
define the transition and reward functions experienced by the director. 

Let 𝜈F0(𝑑|𝑠) denote the whitebox director policy parameterized by 𝜂L. The optimal director 
policy is obtained by solving the PA-MDP below. 
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𝜈F0
∗ = argmax

F0
𝔼*!~,!,P"~J.0(.|*"),*"$%~4K0(.|*",P") JK𝛾!𝑅iL(𝑠! , 𝑑!)

$

!5)

L (16) 

 
Thus, the whitebox attack is represented as a PA-MDP in which the director sequentially selects 

the directions for perturbing the victim’s decision policy, while the actor maps each selected policy 
perturbation direction to the corresponding admissible perturbed observation. The optimal policy of 
the PA-MDP, together with the corresponding actor, induces the optimal state observation adversary 
against the fixed victim controller policy under the predetermined perturbation budget. 

3.3. Defense model 
The defense model seeks to learn a centralized traffic signal control policy 𝜋" that remains ef-

fective when its input state observations are subject to the adversarial perturbations characterized in 
section 3.2. Unlike the no-attack baseline in which the controller is optimized using the ground-truth 
traffic network state, the robust signal controller must learn to make effective signal control decisions 
from perturbed observations that may be generated by a strong adversary at the deployment time. The 
defense is intended to provide robustness to state observation attacks generally, including both the 
blackbox attack and the whitebox cyberattacks presented in section 3.2. 

At the defense level, let 𝜈 denote the policy of an admissible state observation adversary. For the 
blackbox attack model, 𝜈 directly determines the perturbed observation presented to the victim signal 
controller. For the whitebox attack formulation, the corresponding state observation adversary is in-
duced by the PA-AD director together with its actor. Regardless of how the adversarial observation is 
generated, the robust control objective is to maximize the victim signal controller’s cumulative reward 
under the most damaging admissible observation attack: 

 

𝜋"∗ = argmax
"
min
J
𝔼*!~,!,*̂"~J(.|*"),."~/#(.|*̂"),*"$%~4(.|*",.") JK𝛾!𝑟!(𝑠! , 𝑎!)

$

!5)

L (17) 

 
where the inner minimization represents the attacker’s objective of finding admissible state observation 
perturbations that produce the lowest cumulative reward for the centralized traffic signal controller, 
whereas the outer maximization seeks a controller that maintains high traffic network performance 
under such adverse observations. This worst-case formulation is consistent with the objective of state-
adversarial reinforcement learning, in which robustness is evaluated against the strongest admissible 
observation process for a given policy. 

For a fixed state observation adversary, the signal controller generally faces a partially observa-
ble decision problem. The physical traffic state 𝑠! continues to evolve according to the original transi-
tion dynamics, but the signal controller observes the perturbed state 𝑠̂! rather than 𝑠!. The fixed adver-
sary therefore acts as an observation process between the traffic environment and the signal controller, 
making the resulting signal control problem functionally equivalent to a partially observable Markov 
decision process. Because a perturbed observation may not uniquely identify the underlying physical 
traffic state, information from previous observations and actions can potentially be useful for robust 
control, and an optimal policy under a fixed adversary may in general be history-dependent. 

Directly solving the coupled max-min problem in Eq. (17) is difficult in practice because the 



 14 

optimal adversary depends on the current victim policy, while the robust victim policy in turn depends 
on the adversarial observations encountered during training. More importantly, alternating optimiza-
tion follows naturally from the theoretical underpinnings of the attack models presented in section 3.2. 
Both the blackbox SA-MDP and the whitebox PA-AD formulations characterize the adversarial opti-
mization problem for a fixed victim policy. Under this condition, the victim signal controller and phys-
ical environment can be incorporated into the adversary’s decision process, allowing the adversarial 
policy to be formulated as an MDP. Therefore, continuously updating the victim and adversary simul-
taneously would no longer correspond directly to the fixed-victim decision problems established in the 
respective attack formulations. 

These theoretical considerations, together with the practical difficulty of directly solving Eq. 
(17), motivate the use of alternating training with learned adversaries (ATLA) (Zhang et al., 2021). 
ATLA separates adversarially robust training into successive stages in which one policy is frozen while 
the other is learned. Starting from the current victim signal controller policy 𝜋" and adversarial policy 
𝜈F, 𝜋" is first frozen while 𝜈F is trained against it. Since the victim remains fixed during this stage, the 
adversary can be learned according to the corresponding attack formulations established in section 3.2. 
Once the adversary has been updated, 𝜈F is frozen and 𝜋" is trained against the adversarial observation 
process produced by that adversary. The two stages are then repeated, so that each updated adversary 
identifies vulnerabilities of the current signal controller and each subsequent controller update learns 
to operate under the resulting adversarial observations. 

4. Experiments 
This section evaluates the centralized traffic signal controller under the proposed blackbox and 

whitebox state observation attacks and examines the effectiveness of adversarial training in improving 
robustness against these attacks. The experimental setup is first described in section 4.1, followed by 
the attack and defense results (section 4.2) and a discussion of the principal findings (section 4.3). 

4.1. Experiment setup 
The attack and defense problems formulated as MDP variants in section 3 are implemented com-

putationally using model-free deep reinforcement learning. The victim policy 𝜋" and the adversarial 
policy 𝜈F, with 𝜂G or 𝜂L corresponding to the blackbox or whitebox attack, respectively, are optimized 
using proximal policy optimization (PPO) (Schulman et al., 2017) through interaction with the SUMO 
traffic simulator (Alvarez Lopez et al., 2018), without requiring an explicit traffic state transition 
model. Under adversarial training, the victim and adversarial policies are trained as separate PPO pol-
icies using the ATLA framework, with the attack MDP and defense MDP optimized through alternating 
updates. The victim policy and value function are each represented by a two-layer multilayer percep-
tron with 256 hidden units per layer and tanh activations, while the adversarial policy is represented 
by a smaller two-layer Gaussian policy with 64 hidden units per layer. PPO uses a clipping ratio of 0.1, 
two optimization epochs per update, an entropy coefficient of 0.01, a discount factor of 0.99, an Adam 
learning rate of 10-4, gradient clipping at 0.5, 128-step rollouts, and 32 minibatches over 2,000 training 
iterations. Bootstrapped returns are used for value estimation rather than generalized advantage esti-
mation. The adversarial state observation is constrained by a perturbation budget of 𝜀 = 0.2 on the 
normalized observation, which remains fixed throughout training without annealing. For the whitebox 
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attack, the constrained actor optimization problems in Eqs. (12)-(13) are implemented using a Lagran-
gian relaxation, allowing the actor to realize the policy perturbation direction selected by 𝜈F0 using 
gradient-based optimization. 

The traffic environment is implemented in SUMO using a 3×3 grid road network comprising 
nine signalized two-way intersections spaced 150 meters apart. Each intersection contains two lanes 
per approach, including one shared through and right-turn lane and one protected left-turn lane. All 
intersections operate under the same four-phase signal plan consisting of north-south through and right-
turn movements, north-south protected left turns, east-west through and right-turn movements, and 
east-west protected left turns. A two-second yellow clearance is applied between signal phase transi-
tions when required, and phase switching remains subject to the minimum-green requirement. Traffic 
demand is represented by 24 constant-rate flows that are continuously introduced throughout each ep-
isode, comprising 12 through movements at 180 vehicles/hour and 12 turning movements at 60 vehi-
cles/hour. Each episode spans 1,800 seconds of simulated traffic operation. 

The state and action spaces are defined jointly over the nine signalized intersections. At each 
intersection, the local traffic state comprises a four-dimensional one-hot representation of the active 
signal phase, a green elapsed indicator, eight per-lane traffic density measurements, and eight per-lane 
queue measurements. Lane density and queue values are normalized by lane capacity and clipped to 
[0,1], yielding 21 state observation dimensions per intersection. The nine local observations are con-
catenated according to a fixed intersection ordering to form a 189-dimensional global traffic network 
state, which is further normalized online using z-score normalization before being provided to the sig-
nal controller’s policy. At each signal control decision, the controller selects one of four signal phases 
for each intersection, and the nine intersection-level phase selections are combined into a single joint 
action controlled by the centralized policy. Each PPO transition corresponds to one simulation step, 
with the environment advancing until at least one intersection is ready for a control decision. The victim 
controller is trained using the pressure-based reward, computed from the aggregate intersection pres-
sure across the network. 

4.2. Results 
Figure 1 exhibits the training convergence of the centralized network-level traffic signal control-

ler under the no-attack baseline scenario. The team return represents the cumulative network-level 
reward associated with the nine signalized intersections, which collectively constitute the cooperative 
team under the centralized signal control formulation. As defined in section 3.1, the reward is pressure-
based and is formulated as the negative of the aggregate traffic pressure across the intersections, where 
intersection pressure is a non-negative measure of traffic imbalance between incoming and correspond-
ing downstream traffic conditions. The increasing trend observed during training therefore indicates 
that the centralized signal controller progressively learns coordinated signal decisions that improve 
network traffic conditions by reducing aggregate traffic pressure. The simultaneous reduction in return 
variability and the subsequent stabilization of the learning trajectory indicate that the controller reaches 
a relatively stable operating regime under non-adversarial state observations. This converged no-attack 
signal control policy establishes the nominal performance reference for the subsequent evaluation of 
adversarial vulnerability and robustness. 
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Figure 1. Training convergence of the centralized network-level traffic signal controller under the no-attack 

baseline scenario 

Figure 2 presents the evolution of the attack-defense interaction during ATLA training under 
both the blackbox and whitebox attack settings. The coupled training dynamics reflect the two-player 
zero-sum max-min structure of the adversarially robust network-level signal control problem, in which 
the adversary is trained against a temporarily fixed victim policy and the victim is subsequently trained 
against the fixed adversary. In both attack settings, the victim signal controller’s return improves sub-
stantially during the early alternations and subsequently approaches a comparatively stable level, while 
the adversarial return evolves correspondingly according to its opposing objective. The substantial 
changes during the initial alternations indicate rapid adaptation of both players, whereas the progres-
sively smaller changes observed later provide empirical evidence of equilibration of the attack-defense 
max-min game. This behavior is observed under both policy-agnostic blackbox and policy-aware 
whitebox adversarial information settings despite the stronger policy access available to the whitebox 
attacker. At the stabilized regime, the defended controller reaches team returns of approximately -1,139 
and -1,131 under blackbox and whitebox attacks, respectively, compared with nearly -1,004 for the no-
attack baseline. Since the reward is the negative of network pressure, these differences correspond to 
approximately 13.4% and 12.6% increases in cumulative network pressure. The moderate increase in 
traffic pressure reflects the traffic system performance sacrificed during robust policy learning to re-
duce the controller’s vulnerability to state observation perturbations. This establishes a fundamental 
tradeoff between the loss in nominal traffic control performance required to obtain adversarial robust-
ness, which is further examined quantitatively in Figure 3. 
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Figure 2. Empirical equilibration of the attack-defense game during adversarial training under blackbox attack 

(top) and whitebox attack (bottom) 

Figure 3 quantifies the performance-robustness tradeoff through post-training evaluation of the 
nominal and robustified network traffic signal controllers. For each scenario, the corresponding trained 
controller is frozen and evaluated over 100 episodes, with the reported team return averaged across 
these episodes. The evaluation returns differ slightly from the corresponding training values shown in 
Figure 1 and Figure 2 since they are obtained by averaging 100 post-training evaluation episodes. The 
relevant comparison in Figure 3 is therefore the relative performance across the no-attack scenario 
(represented by the leftmost bar), the attacked-with-defense scenarios (represented by the middle bars), 
and the attacked-without-defense scenarios (represented by the rightmost bars) under the same evalu-
ation settings. Relative to the no-attack baseline, the middle bars show that robustification incurs only 
approximately 6% and 7% performance degradation under blackbox and whitebox attacks, respec-
tively. In contrast, without defense, the corresponding performance degradation increases substantially 
to approximately 50% and 73%, demonstrating the vulnerability of the nominal signal controller to 
test-time state observation attacks. The markedly greater performance degradation under the whitebox 
attack is consistent with its stronger adversarial information setting, in which the attacker has access 
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to the fixed victim signal controller’s policy and can explicitly exploit this information when construct-
ing adversarial state observations. 

The contrast between the middle and rightmost bars in Figure 3 demonstrates the resulting per-
formance-robustness tradeoff more directly. Relative to the attack-induced performance loss observed 
without defense, robustification eliminates approximately 89% of the performance degradation under 
the blackbox attack and 91% under the whitebox attack. Thus, the moderate residual performance loss 
of approximately 6% to 7% under attack is accompanied by a substantially greater gain in robustness 
compared with the undefended controller. This benefit is particularly pronounced under the stronger 
whitebox attack, where the undefended controller exhibits the greatest degradation while the robusti-
fied controller remains comparatively close to nominal performance. Since all policies are frozen dur-
ing evaluation, the observed improvement reflects robustness acquired through adversarial training 
rather than online adaptation to the test-time attacker. 

 

 
Figure 3. Post-training evaluation of the performance-robustness tradeoff under blackbox and whitebox state 

observation attacks 

Figure 4 provides a qualitative visualization of how state observation attacks translate into phys-
ical traffic network performance degradation. The upper panel shows the no-attack baseline, whereas 
the lower panel shows the traffic state under the whitebox attack without defense. Although the adver-
sary perturbs only the controller’s observed state and does not directly modify the physical traffic state, 
the corrupted observations can alter the joint signal decisions selected by the signal controller. These 
altered actions subsequently affect vehicle discharge, queue propagation, and the evolution of the true 
traffic state over time. The greater vehicle accumulation visible across several intersection approaches 
in the attacked case therefore illustrates the sequential mechanism through which observation pertur-
bations can propagate into network-level congestion. This qualitative evidence is consistent with the 
substantial performance degradation observed for the undefended whitebox condition in Figure 3 and 
demonstrates that the attack-induced reduction in team return corresponds to a physically meaningful 
deterioration of traffic conditions rather than merely a change in the controller’s observed state. 
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Figure 4. Traffic network snapshots under the no-attack baseline (top) and the undefended whitebox attack 

(bottom)  
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Figure 5 examines the sensitivity of test-time performance to the allowable adversarial state ob-
servation perturbation budget under blackbox and whitebox attacks. In both attack settings, increasing 
the perturbation budget enlarges the set of admissible adversarial observations and consequently pro-
vides the attacker with greater ability to influence the signal control decisions of the fixed controller. 
The resulting degradation is distinctly nonlinear. Under the blackbox attack, the evaluation return re-
mains comparatively stable at smaller perturbation budgets before deteriorating progressively as the 
budget increases, indicating that limited perturbations can be tolerated before their effects become in-
creasingly disruptive. The whitebox attack exhibits substantially greater sensitivity, with performance 
deteriorating sharply once the perturbation budget reaches an intermediate range and remaining se-
verely degraded at larger budgets. This pronounced traffic network performance deterioration is con-
sistent with the stronger information available to the policy-aware whitebox attacker, which exploits 
access to the fixed victim signal controller’s policy when constructing adversarial observations. 

 

 

 
Figure 5. Sensitivity of post-training evaluation performance to the state observation perturbation budget under 

blackbox attack (top) and whitebox attack (bottom) 

Figure 6 examines how traffic demand influences the vulnerability of the network-level traffic 
signal controller and the effectiveness of the defense. Under the no-attack baseline, increasing traffic 
demand generally increases traffic network pressure as the traffic system becomes more heavily loaded. 
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The presence of an adversarial attack introduces additional performance degradation whose magnitude 
varies across traffic demand levels. Under low demand, the defended signal controller remains rela-
tively close to nominal performance and substantially outperforms the undefended signal controller, 
while under moderate traffic demand the difference between the defended and undefended conditions 
is comparatively smaller. The most pronounced effect occurs under high traffic demand, where the 
undefended adversarial condition reaches a team return of nearly -7,200, compared with approximately 
-5,000 with defense. This result indicates that attack-induced disruption can become particularly severe 
when the traffic network is heavily loaded and that robustification provides its largest absolute perfor-
mance benefit under this demanding operating condition. Overall, the defense consistently improves 
performance relative to the undefended attacked signal controller across all evaluated traffic demand 
levels, although the magnitude of this benefit is not monotonic with traffic demand. 

 

 
Figure 6. Sensitivity of post-training evaluation performance to traffic demand with and without defense under 

whitebox attack 

Figure 7 examines the sensitivity of test-time attack vulnerability to traffic network size by com-
paring the no-attack baseline with the undefended signal controller under the whitebox PA-AD attack 
for the 3×3 and 4×4 traffic networks. Since the team return is a network-level quantity that naturally 
scales with the number of signalized intersections, the effect of network size is more appropriately 
assessed through the relative attack-induced degradation within each network rather than through di-
rect comparison of absolute returns across network sizes. For the 3×3 network, the whitebox attack 
degrades the team return from approximately -1,048 without attack to -1,813 under attack, correspond-
ing to an approximately 73% increase in cumulative network pressure. For the 4×4 network, the return 
deteriorates from approximately -2,137 to -5,415, corresponding to an approximately 153% increase 
in cumulative network pressure. This noticeably greater relative degradation in the larger network per-
formance indicates that the undefended signal controller becomes more vulnerable to the evaluated 
whitebox attack as network size grows. This suggests that attack-induced disruption can become more 
pronounced in larger interconnected traffic networks, although results from two network sizes alone 
are insufficient to establish a general relationship between network scale and adversarial vulnerability. 
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Figure 7. Sensitivity of undefended post-training evaluation performance to network size under the whitebox 

(PA-AD) attack 

4.3. Discussion 
The results presented in section 4.2 reveal that adversarial vulnerability in network-level traffic 

signal control is fundamentally a closed-loop and sequential phenomenon, rather than the consequence 
of isolated perturbations in individual state observations. Although the adversary directly perturbs only 
the observation presented to the signal controller, each perturbation can alter the joint signal action and 
thereby change vehicle movements and the subsequent ground-truth traffic state. The next adversarial 
perturbation and signal control decision therefore occur in a traffic state that has already been shaped 
by the consequences of preceding attack-induced actions. This temporal coupling allows the effects of 
successive perturbations to accumulate and propagate through the traffic network dynamics, producing 
sustained congestion even though the adversary never directly modifies the physical traffic state. The 
experimental sensitivities are consistent with this interpretation. Adversarial attack impact depends not 
only on perturbation magnitude, but also on the attacker’s information and the prevailing traffic regime. 
In particular, the stronger traffic performance degradation produced by whitebox attacks demonstrates 
the importance of policy knowledge in exploiting the closed-loop response of the signal controller, 
while the nonlinear sensitivity to perturbation budget indicates that progressively larger observation 
errors need not translate into proportionally larger performance losses. The dependence on traffic de-
mand and network size further suggests that adversarial vulnerability emerges from the interaction 
between the cyberattack, the learned signal control policy, and the physical traffic dynamics, rather 
than from observation corruption considered in isolation. 

From the defense perspective, the findings characterize adversarial training as a robust signal 
control tradeoff rather than a mechanism for preserving nominal optimality. The max-min formulation 
exposes the signal controller during training to strategically adverse state observations so that the 
learned signal control policy becomes less sensitive to adversarial perturbations capable of inducing 
unfavorable traffic evolution. Some nominal traffic system performance is consequently sacrificed to 
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obtain robustness against test-time attacks, after which the signal controller remains fixed and performs 
no online adaptation. The significance of this performance-robustness tradeoff lies in its asymmetry. A 
comparatively moderate traffic performance sacrifice produces a substantially larger reduction in at-
tack-induced performance degradation, mitigating approximately nine-tenths of the loss observed for 
the undefended controller. Additionally, the pronounced advantage of the whitebox attacker against the 
undefended signal controller is largely suppressed after robustification. Collectively, these findings 
indicate that adversarial training does not simply improve signalized traffic system performance under 
a particular attacked condition. Rather, it reshapes the learned signal control policy toward reduced 
sensitivity to strategically perturbed state observations and, consequently, greater stability of network-
level performance under adversarial state observation uncertainty. 

5. Conclusions 
This research investigated the cybersecurity of reinforcement learning-based network-level traf-

fic signal control under adversarial manipulation of traffic state observations. As learning-based signal 
controllers rely on observed traffic conditions to make real-time control decisions, deliberate corrup-
tion of these observations can influence signal actions and, through the resulting traffic dynamics, 
progressively degrade network performance. Understanding and mitigating this vulnerability therefore 
requires evaluating cyberattacks according to their cumulative consequences for traffic operations ra-
ther than only the immediate effects of individual observation perturbations. To this end, this research 
presented a cybersecurity assurance framework that integrates strategic state observation attacks and 
robust signal control within a common sequential decision setting. The framework considers policy-
agnostic blackbox and policy-aware whitebox attacks to characterize different levels of attacker infor-
mation and employs adversarial training to learn a robust signal control policy against strategically 
selected state observation perturbations before deployment. 

The experimental findings from simulation in SUMO traffic simulator demonstrate that strategic 
state observation attacks can substantially degrade network-level traffic performance, with the policy-
aware whitebox attack producing substantially greater performance degradation than the policy-agnos-
tic blackbox attack against the undefended traffic signal controller. The undefended signal controller 
experienced approximately 50% performance degradation under the blackbox attack and 73% under 
the whitebox attack, while adversarial training reduced the residual performance degradation to ap-
proximately 6% and 7%, respectively. This corresponds to mitigating approximately nine-tenths of the 
attack-induced performance loss observed for the undefended signal controller, with a comparatively 
moderate reduction in nominal traffic performance. The sensitivity analyses further showed that attack 
severity varies nonlinearly with the perturbation budget and depends on traffic demand. The prelimi-
nary network-size analysis also showed greater relative performance degradation for the larger tested 
network, although the tested network configurations are insufficient to establish a general relationship 
between network scale and adversarial vulnerability. Collectively, the simulation results demonstrate 
that adversarial vulnerability in network-level traffic signal control is a closed-loop and sequential 
phenomenon arising from the interaction among attacker capability, the learned signal control policy, 
and the evolving traffic dynamics. 

Our ongoing research is extending the present study in three directions. First, broader experi-
mental evaluation is being conducted across more realistic network geometries, heterogeneous inter-
section characteristics, time-varying and uncertain traffic demand, additional network sizes, and 
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sensing and communication architectures representative of connected transportation systems. These 
experiments aim to further assess the generalizability of the observed relationships among attacker 
capability, traffic conditions, network characteristics, and adversarial robustness. Second, the cyberat-
tack framework is being extended beyond the blackbox and whitebox settings considered in this study 
to intermediate information settings in which the adversary has partial or imperfect knowledge of the 
victim policy. This extension will enable adversarial effectiveness to be characterized across a broader 
spectrum of attacker knowledge. Third, the attack and defense framework is being extended from cen-
tralized network-level traffic signal control to decentralized traffic signal control. This extension will 
examine how state observation attacks propagate through interactions among distributed signal con-
trollers and whether adversarial training can provide network-level robustness when control decisions 
are distributed across multiple policies. 
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